The principle of democracy is that the people govern through elected representatives. Therefore, a democracy is healthy as long as the elected politicians do represent the people. We have analyzed data from the Brazilian electoral court (Tribunal Superior Eleitoral, TSE) concerning money donations for the electoral campaigns and the election results. Our work points to two disturbing conclusions: money is a determining factor on whether a candidate is elected or not (as opposed to representativeness); secondly, the use of Benford's Law to analyze the declared donations received by the parties and electoral campaigns shows evidence of fraud in the declarations. A better term to define Brazil's government system is what we define as chrimatocracy (govern by money).
Introduction
Modern society dependence on technologies, in particular the Internet and mobile phones, has as consequence the generation of huge amounts of raw data. Apart from the problematic involved in the processing and storage of this data, the data's volume, structure and variety call for the development of new analysis methodologies in order to extract the important information (knowledge) behind it. Also, as scientific fields that have traditionally adopted qualitative approaches slowly tackle quantitative analyses, a vast new horizon opens to new applications of methodologies long known to the physics community.
This interaction of physics with other sciences has been fruitful in apparently distant fields such as economics [1, 2, 3, 4] , biology [5] , medicine [6] or political sciences [7, 8] . In this context, Statistical Physics has much to offer, particularly in understanding, quantifying and modeling the dynamics and properties of a large number of elements. Big Data [9] with its unprecedented scale and much finer resolution, provides a powerful experimental apparatus to challenge our existing models, explore new tools and frameworks, and lead research to new areas [10] .
At the moment, the sector that most benefits from the rising data science field is the private sector. Companies invest heavily in studding costumer profiles and needs in order to offer more attractive services and increase their profits or optimizing decision making process minimizing risks.
On the other hand, the public sector might enormously benefit from knowledge obtained with these new information technologies. Objective analysis could guide public policies preventing the spread of epidemics [11, 12] , minimize traffic jams [13] , decreasing unemployment [14] , fighting corruption [15, 16, 17] , crime [18, 19] or violence [20] .
An interesting result applied in the detection of fraud is the Benford's Law. Noted for the first time by the astronomer and mathematician Simon Newcomb [21] , and empirically postulated by Benford when comparing data collected from a variety of sources, ranging from the statistics of the American baseball league to the atomic weights of the elements, the law of probability of occurrence of numbers, as observed by Newcomb, is such that all the mantissas 1 of its logarithms are equiprobable. This observation can be put as follows 2 [23] :
d ∈ {1, 2, .., 9}.
Despite its simplicity, the first rigorous proof was only developed by Hill in 1995 [24] . In the original work, Hill proves, based on probability theory, that scale invariance implies base invariance and base invariance, in turn, implies the Benford's Law.
Sets of numbers tend to follow this law given that they are naturally occurring (random) numbers, coming from multiple different distribution and expanding many orders of magnitude. By naturally occurring numbers, it is meant numbers that are not sequential, man made, as would be for example, serial numbers or license car plates, which would not be random, but cover a given range uniformly. It is interesting to note that this law is scale invariant, so it does fell as a natural law (independent of man made measurement systems or concepts): i.e. take the measurement of the heights of all mountains in a country, if they tend to follow Benford's law, they will do so no matter if the measurements are made in meters, feet or inches. The distribution of the first digit will have approximately the same shape no matter the unit system used. Were the distribution uniform in a given measurement system, it would have a complete different shape in another system, the distribution would then be measurement system dependent.
Benford's law may be an important tool in order to search big amounts of data for anomalies. It is interesting to note that Benford's law has already been used in order to detect evidence of fraud in electoral results [25] and in revenue tax declarations [26, 27] . Being an important accounting forensic 1 The mantissa of a given number x is such that x = m × 10 n , Where n is an integer. 2 More accurately, the uniform distribution of the log of the mantissa is equivalent to the generalized Benford's distribution for n-digits [22] .
tool it could be admissible as evidence in courts of law.
In this work we analyze publicly available data on Brazilian elections. Brazil's superior electoral court (TSE from Tribunal Superior Eleitoral) freely provides all statistics on election results and financial declarations made by parties, candidates and electoral committees. This information can be downloaded from the TSE webpage [28] (see also the appendix).
Ideally, in a democracy, the people elects its leaders based on representativeness. Those politicians that better represent the population or groups within the population and better defend their interests should end up elected. The electoral campaign is the opportunity the candidates to offices have to express their ideas and the voters to get acquainted with the candidates and to chose those that better represent their interests. In practice, Brazil's system faces many problems. On one hand, not all candidates have the same opportunity to appear in front of the population and express their plans; on the other hand, no matter what a politician promises during the campaign, once elected he can follow a completely different line. The first problem, we believe, can be traced to a single factor: money. Electoral campaigns are much closer to plain publicity than to ideological debate. The more money a candidate or a party has, the better the marketing professionals he can hire and the more time he can buy in private media and consequently, the more he is remembered by the voters. The public media time is shared by the candidates and parties, but it is proportional to the number of congressmen each party has, such that one has a positive feedback effect: the more time a party has, the bigger the opportunity it has to influence the voters, therefore, the bigger the probability it has to elect its members and the bigger the media time it will have in the next election. It is easy to realize the nasty effect money has in an electoral campaign, completely perverting the principles of democracy. At this point, we would like to define the term Chrimatocracy 3 , from the greek word χρηµατ α which means money. Chrimatocracy is the system of government where the ones who receive more money, govern. The principle of democracy would therefore be broken: in a country where the majority of the population is relatively poor, those who have big amounts of money to donate to politicians do not represent the people.
After obtaining some descriptive statistics on the data from Brazil's TSE, two analyzes are performed: using logistic regression we determine the relationship between the money a candidate declares he received as donations and the probability of him to get elected for office; in a second analysis, we study the set of all single donations received by each player (party, candidate or committee) and search it for anomalies not following Benford's law. We evaluate the statistical significance of this discrepancy and we also construct a random model for donations and create random sets of donations with similar descriptive statistic than the declared donations to perform the same test over the modeled sets of numbers. In the next section we describe the data and the analyses performed, in the section after that we present and discuss our results and in the last section we give a short overview and present our conclusions.
Materials and Methods
In this section, the data used is explained. All data used in this study is publicly available from Brazil's superior electoral court (TSE). In the appendix, we describe how to obtain the data from Brazil's TSE, exactly which files were used and how to download them. Based on the data statistics, a model is elaborated in order to generate artificial data to compare the results when performing the Benford analysis. Last in this section we briefly explain the logistic regression model.
Data
Brazil has elections every two years, but alternating between two different types of elections, each type occurring every four years. There are the municipal elections, where mayors and city council members are elected (the last one occurred in 2016) and general elections where president, governors, senators and congressmen (regional and national) are elected (the last one occurred in 2014). Brazil has 26 federal units plus the federal district. Each one of these units (regions) elects its senators, congressmen and governors.
For each federal unit, Brazil's TSE provides information on the donations declared by the three entities: candidates, parties and committees. The data comprises information describing every donation received. The donations can be divided in two categories with respect to the donor: they can come from legal persons (private citizens, identified by the CPF 4 number) or from legal entities (i.e. companies, identified by the CNPJ number). Also, some entities can make donations among them (the party can give part of the money from a given donation to a candidate). In this type of transaction, the information on the original donor is also specified in the declarations. From now on, these type of donations will be referred to as non-original donations. Apart from information concerning each Brazilian federal unit separately, one can also obtain the information declared by the parties and committees at national level and for the presidential campaign (which has national and not regional scope).
Parallel to financial information on the donations declared for the electoral campaigns, we also obtained information concerning the elections results (valid votes obtained by each candidate, and his situation: elected or not) and the party coalitions in each federal unit. This information is interesting because for some offices, not necessarily the most voted candidates are elected, but the number of congressmen elected for a given party coalition depends not only on the votes obtained by a single candidate, but all votes to candidates in the coalition determine how many seats the coalition receives and then these seats are distributed among the most voted candidates within the coalition.
So, a candidate can have more votes than a minimum needed for being elected and the excess votes somehow go to less voted candidates of his coalition. In practice, some times a candidate is elected having received less votes than some of his non-elected competitors (yes, this is our "democracy").
We will present analysis done with data for the 2014 elections. In this election, Brazil's president 4 CPF is an identification number used by the Brazilian tax revenue office. It is roughly the Brazilian analogue to a social security number. With the same purpose, companies are identified with a similar number called CNPJ.
was elected, along with the national congress, senate and regional governments. When analyzing the data, we do not mix information for national with regional elections. Therefore, first we present three different sets of data: the donations specific for the presidential campaign (donations received by comittees and candidates), donations received directly by the parties (which end up distributed among candidates or committees as non-original donations) and the donations received by the governor regional campaign in one federal unit, the state of Rio Grande do Sul.
In our analyses, the donations can be divided in four categories according to their nature: CNPJ, CPF, Non-original and Unknown (donations for which neither a CPF nor a CNPJ has been attributed 
Donation Model
In figures 1 and 2 one can see that the cumulative distribution of the donations tend to have a sigmoidal shape when the horizontal axis is in logarithmic scale.
Let's fit to the cumulative distributions a truncated sigmoidal function. Take the function
where γ and ξ0 are the parameters to be fitted. In order to shift the minimum possible value of the variable ξ, one can make the replacement ξ → ξ − ∆ where ∆ is now the new minimum possible value for the variable. In order to truncate the maximum value for the distribution (F (ξ) should be equal to 1 for ξmax), one makes the transformation
. Since the horizontal axis is in logarithmic scale, the variable of the distribution is related to the amounts (x) present in the data by ξ = ln(x). The actual distribution one needs is the derivative of the cumulative distribution: 
x > e ξmax (5)
Now, given a set of numbers (xi, i = 1, 2, ..., N ) we set ξmax = max(xi) + 1, ∆ = log(0.01) (the smallest possible donation is one cent) and determine the values of ξ0 and γ that maximize the likelihood for the set:
A steepest ascent algorithm was implemented in order to maximize the likelihood: iteratively, given initial arbitrary values for γ and ξ0, the gradient of the likelihood in parameter space is evaluated and the values of the parameters are increased (or decreased) by small amounts following this gradient.
This iteration is repeated until the norm of the gradient approaches zero (within some numerical precision).
In figure 3 , one can see the same distributions from figure 1 with the fitted distributions. The parameters obtained for these fits are in table 4.
Logistic Regression
Before presenting our results on the first digit distribution for the declared donations in the electoral campaigns, we would like to establish the importance this money has in the outcome of the election.
For this purpose, we fit a logistic model (logit regression) setting as dependent variable the result of the election for a given candidate (elected or not elected) and as independent variable the fraction of all money declared as donations in the whole campaign for the same office 6 that each candidate received.
The logistic model comes from the assumption that one can determine the probability of success (p) in a given process from a set of k predictor factors (xi, i=1, 2, ..., k) with the logistic function [29] :
where p is the probability of success, xi are the values of the predictors and βi are parameters to be fitted from data. In our case, we fit two parameters, β0 and β1 by correlating the probability of a candidate to be elected for office with the total fraction of donations x1 received by him during the campaign. In order to obtain the best fit to the model we use Newton-Raphson method in order to obtain the values of the parameters that maximize the likelihood for the observed data given the model.
Regarding the logistic regression, we perform two statistical tests: for each fitted parameter (β0 and β1), the Wald test where we compare the ratio between the square of the parameter with its uncertainty against a χ 2 distribution with one degree of freedom (this is equivalent to the z-test).
Small p-values in this test indicate a significant value for the parameter obtained (that it is in fact different from zero). In another test we evaluate the deviance for the model given the obtained parameters [30] and compare it to a χ 2 distribution. This test asserts the overall quality of the fit: high (close to 1) p-values in this test indicate a good fit (a good description of the data by the model).
Results and Discussion
For performing the logistic regression analysis, the election results for each one of the 27 Brazilian federal units were obtained. In each federal unit, for each candidate to a given office (we analyze data for the regional and federal congress offices because for these offices many candidates are elected and, therefore, there is enough statistics to perform the analysis) one is able to obtain, from the data, the total amount of money received by him as donations and to know whether he was elected or not.
In 
take, for example, the case of federal congress campaign in RS, where β1=329.49. If a candidate receives a 100000R$ donation, the odds of him being elected increase e 100000 * 329.49 55096519.3 = 1.82. In other words, the odds of being elected raise by 82% every 100000R$ a candidate receives as donation. And receiving nothing, the chances of being elected are p(0) = 0.0133 (around 1.3%).
In Table 6 we show the results of the logistic regression for the regional congress office seats. The results clearly indicate that money is an excellent predictor of whether a given candidate will be elected for office or not. Note, that the model deals with probabilities, so we are not saying that the ones who receive more money are surely elected; what the analysis shows is that the more money a candidate receives, the more probable it is for him to be elected. This might (sadly) sound like an obvious statement, but this actually obliterates the principle of democracy: our representatives are not elected because they represent our interests, they are elected because they gather huge amounts of money in order to hire marketing professionals and flood media time with spurious publicity. In other words, candidates know that, to get elected, they do not need to have previously done a good job, to have developed good projects or even to be honest, the most important thing they need is to get money, lots of it.
It could be possible try and argue that the candidates that receive the most money are those that better represent the population, since it is the population that makes the donations. Actually, most of the money comes from legal entities (CNPJ) or from the parties (non-original) which recieved most of their money from companies. Moreover, it is common knowledge that most parties and candidates receive unofficial donations (in Portuguese referred to by the term "caixa dois", second cashier) that must pass through some kind of money laundry before being used. It is quite easy to compare the huge amounts donated by companies with plain bribes: the candidates, once elected, legislate beneficial laws to help those economic sectors that helped them to be elected in the first place; from the companies point of view, the donations are investments [31] .
The next analysis is based on the idea that the set of numbers in an honest financial declaration should follow the Benford's law for the first significant digit distribution. Some arguments for that have already been presented: the declarator should have no real control over the amounts (random donations) and the amounts expand many orders of magnitude and come from multiple different distributions. Therefore, deviations of Benford's law would be evidence of fraud, indications that the declaration has been "cooked" (money laundry).
In table 7 we show the first significant digit distribution for all donations received by each political party specifically for the 2014 presidential campaign. For each party, we present the results for all donations together and then for the amounts classified according to the donor (CNPJ, CPF, nonoriginal). We also present results for artificial data generated from the distributions fitted to each data set; those are indicated by the tag Rand and in the last line, for each party, indicated by the tag Model, is the result for the different sets of artificial data for each category combined. In this analysis, we have considered only sets of data with more than 20 elements (some parties or some specific categories in a given party that are not shown in the table, had N < 20 and were omitted).
where Oi is the observed frequency of each digit, Ei is the expected frequency according to Benford 
Conclusions and Overview
We have analyzed data from Brazil's superior electoral court (TSE) regarding campaign donations and election results. First, the data was fitted to a logistical regression model such that it was possible to significantly determine that the money a candidate receives to run his campaign is a good predictor on whether he is elected or not. Then, assuming that the donations' first digits should naturally follow the Benford distribution, as argued that genuine financial declarations should, we find strong evidence that fraud may have been committed in declarations made by candidates, parties or committees.
Applying well established statistical techniques and results to data concerning Brazil's election campaigns financing and results, it is possible to identify strong evidence that the democratic principles are corrupted: the determining factor on whether a candidate is elected or not is money and there is strong evidence that fraud has been committed in the financial declarations made by the players. If fraud has been committed in these declarations, it is not possible to really determine how the money came to the candidates and therefore it is impossible to know which interests they will be defending once elected.
At this point, we would like to make a small digression. Objective analysis of data (Big Data)
has an amazing potential to be beneficial to society, in many different aspects. Close monitorization of individuals medical data could guide public policies that would greatly improve the population's health. Mobile technology allows tracking individuals and monitoring conversations such that crime and terrorism could be more easily solved or, in some cases, even avoided. Consumption data could be used in order to balance the needs and expenses of a population and to optimize the production and industry of a country, minimizing its environmental impacts. Nevertheless, people are usually afraid of sharing data and many strongly argument against it. The reason is simple: no one trust authority. Politicians do not use information for the benefit of the public they rule over; security services usually abuse the power they have and the only thing companies like to optimize is their profits. All the potential science has to be beneficial to society relies on its good public use and therefore, on the leaders the people have. It is of uttermost importance to understand the flaws in our political system such that they can be corrected. In this sense, Brazil has good public information policies and laws. Most government data are made public, and is waiting to be properly analyzed and scrutinized.
A Files from TSE
The data used for the analysis in this paper is publicly available information that can be downloaded from the TSE website. Here we provide information on exactly which files were used to produce the tables and the Md5sums of these files.
The information concerning the presidential election, comes from files with the BR tag (Brazil)
in its name. The other tags ( RS, for example) refer to each one of the 27 Brazilian federal units.
For each one of these tags, one can identify the information on donations received (receitas ) and information about the expanses (despesas ), since our analysis was about the money the candidates received, we only worked with the former. Moreover, for each category, one identifies three different files, concerning the different players: the parties (partidos ), committees (comites ) and candidates (candidatos ).
For analyzing the presidential campaign, data from the candidates and committees was considered (the two files with the tag BR). For the logistic regression model, only data from the candidates was considered.
In table 9 we show a list of all files used in the analysis and their md5sums.
The webpage to obtain these files can be found in http://www.tse.jus.br/eleicoes/estatisticas/repositorio-de-dados-eleitorais, under the menu "Prestaçao de Contas", by choosing the year 2014. There, a zip file containing all the files in the table (and others) can be downloaded.
For performing the logistic regression, one also needs to know the situation of each candidate (elected 7 or not). This information was also obtained from the TSE webpage in CSV file format by filling the form in:
http://www.tse.jus.br/eleicoes/estatisticas/estatisticas-candidaturas-2014/estatisticas-eleitorais-2014-resultados and clicking in the link "Exportar dados" (export data).
B Python Scripts
In order to perform the analysis, python classes were programmed in order to read and categorize the information contained in the data files. Also in python, were programmed the routines needed to perform the analysis, fit the distributions and produce plots and tables. All these scripts are available via github in the repository:
https://github.com/gamermann/elections
In order to use the scripts, it is important to have the dependencies properly installed in the system (read more details in the file README.txt) and to have the files from TSE properly downloaded and its location in the computer properly referenced in the scripts. The scripts were programmed to work in a linux system and the tables are compiled in latex, adaptations must be done if the user uses a different system (such as Windows).
